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About this Report

Critical National Infrastructure Security in Europe A Perspective on the Security Risk Agenda
is drawn from a more extensiveanalysisof securityinvestmentacrossthe EuropeanUnion by SBCGwhich
arguesthat there is insufficientinvestmentin securitytechnology,and significantbarriersto changeunless
it isdriven towardsa more holisticriskagendathrough a coherentset of measures

Changingpublic sector requirements, shifts in risk methodologies,competingpriorities for investmentin
infrastructure, and the emergenceof new threats, all within the context of a difficult economic
environmentare amongthe major factorsthat will have a significantimpact upon investmentin security
solutions,andtherefore the resilienceof our society

Theprimary objectiveof this report hasbeento providerisk stakeholdersand decisiormakersin the public
& private sectors,with a broad & compositeview of the underlyingtrends, imbalancescausesof under
investment,and the centralrole of poor riskassessmenin contributingto the currentunderinvestment In
doing so, it proposesthat the advent of seriouscyberthreats requiresa fundamentalchangein the way
securityriskis approached

Thereport startsby providinga concisebut critical view of the current complexsituationin 2010 discussing
the convergedrisk landscapeand pointingto ICTdependencet risk governanceastwo leadingissuesthat
needto be addressedwhile commentingon the numerousfactorsthat are affectinginvestment& security,
andcombineto createthe complexenvironmentfor the EUandits governments

Thereport then presentsa specificfocuson the rise and scopeof cyberriskin 2010, and the challengest
presentsboth to IT security,and the whole of the risk agendafor infrastructureoperators It continuesby
highlightingthe failingsin current preparednesst risk awarenessand considersthe resultantimpact that
consideratiorof cyberthreat will haveon 2 LJS NJ piicgitlg afganisationandattitudesto securityrisk

The report then considersthe underlyingquestion, of what should be done to changeor facilitate risk
awareness risk-informed decisionmaking, and security investment among operators by examiningthe
Europeannature of critical infrastructure risk & the role that the EU must play in providing solutions
through a security strategy, and how this integrateswith the efforts of membera G | goSeinfents&
regulatorsto acceleratethis process Thisintroducesthe central role of a more holistic approachto risk
assessmento improvingrisk, buildinginfrastructureresilience andjustifyingsecurityinvestment

Thisoutlines a range of challengesand priorities that need to be addressedn creatinga more effective
European security environment, before specifically describing a converged risk approach, and the
importanceof endorsing& adoptingthis more relevantrisk perspective

Thereport concludeshy suggestinga securitymodel for convergedrisk, before advocatingthe advantages
of convergedisk scenariebuildingand W Nds & | eXetxisedor creatinggreaterrecognition& awarenesf
vulnerabilities
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Introduction

A perspective on the Threat

Thethreats of the terrorist attack, and cyberattack have
hitherto ranked relatively low as drivers for security
investment among infrastructure operators While risk
awarenesshas consideredthe threats of sabotageand
industrial espionagethey were framed within the scope
of physical security threats, and dwarfed by the
overriding considerationfor health & safety priorities,
environmental and natural disaster, and industrial
accidents

Thereis no doubt that movinginto 2011this is changing
with the emergenceof more holistic consideration of

security risk, not least becauseof the emergence of

convergedrisk assessmenimethodologiesborn from the

higher profile threat attributed to cyber security

Moreoverthe threat of terrorismis increasinggvidentin

the recent evidencethat terrorists have obtained details
of vulnerable critical infrastructure, which could be

subjectedto both cyberand physicalattack

The trend towards a heightened awarenessis evident
acrossall sectors of critical infrastructure, though the
evolution of this awarenessthe consequentappreciation
of risk, andinvestmentpriorities vary acrossthe different
sectors The banking & financial sectors, and the ICT
sectors are understandably the most reliant on
information and communication technology, and
therefore more concernedby, and conversantin cyber
threats, while transportand utility sectorsrecognisetheir
somewhatdifferent roles as critical elementsof national
infrastructure, and have traditionally been more
conversantwith physicalsecurity,and subjectedto more
frequentattack

Nevertheless,risk assessmentmethodologies are still
somewhat deficient in being able to cater for the full
spectrumof externalthreats and internal vulnerabilities
In a financialclimate where there is a clearreluctanceto
investaggressivelyn security,greater emphasisis being
placed on mitigating higher probability risks, and the
ability to react rapidly, and enact contingency plans
effectively, which is characterisingcertain elements of
investmentin securitysystems& solutions

This reality goes some way towards building a level of
preparednessand resiliencewithin critical infrastructure,
but does not sufficiently addressmaliciousthreats from
organisedcrime, state-sponsoredactors, and specifically
terrorism. The ongoingimpact on air cargo supply chain
security from Alv | S Rriec@ni dispatch of improvised
explosive devicesthrough international parcel delivery
operators,hashighlightedthe needto react quicklywith
appropriate investmentin suitable security technology,
and policy safeguardslt alsoservedto focusattention on
athe potential vulnerability of air cargosystems

However more pertinent is the clear indication that
terrorist priorities are evolving rapidly towards causing
significant economic damage, and threatening the
continuity of societal and economic systems through
critical elements of vulnerable national infrastructure
Recentattacks on credit card and payment transaction
companiesby hackeractivistsin protest to the response
to Wikileaks, has reminded authorities that malicious
intent exists outside terrorist organisationsand state-
sponsored actors, and can be quickly mobilised and
organised

This will all contribute to a greater focus in 2011 and
beyond on infrastructure with considerable economic
importance Considerableattention hasbeenfocusedon
energy sectors, both within the context of geo-political
concernsfor energysupply,as well aslong term energy
requirement/capacityplanning

The impact of disruption to supply, whether causedby

terrorism or other not, has alwaysbeen seenas having
enormous potential impact on both society and the

economy, not least becauseof the interdependencies
between different systemsof infrastructure, but also
interdependenciesbetween different nation states in

Europe, which makes the protection of critical utility

infrastructuresovital to Europearsecuritypriorities.

Howeverthe increasinglycomplexnature of the supply
chain particularly in storage, transmission, and
distribution createsmany vulnerable points & nodes,as
well ascomplexdistributed control systemsall addto the
riskfrom systemfailures
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Introduction

Where are we in 2010

The broader appreciation of threats has led to
considerationof other new threats even including the
potential use of an ElectromagnetidPulse(EMP)weapon
against critical infrastructure, with a relatively simple
configuration of commerciallyavailable microwave and
amplifier components There remains some scepticism
over this type of threat, as there has been over cyber
threats. The continued emergence of converged risk
assessment methodologies will develop awareness
further but may never provide adequatejustification for
investmentin comprehensivesecuritycountermeasures

Many operators of critical infrastructure are driven by
processefficiencyand costeffectivenessand this hasled
to a short fall in investment for security and
contingencies, in some sectors where there is no
competitiveadvantageto be enjoyedthrough promotion
better security credentials In sectors like banking,
telecommsand internet services,t hasbeenimperative
to assure customers of information security, while
utilities do not face such customers demands where
discontinuityof supplyraisesconcerns

Energyinfrastructurein particularis a politically complex
area,with multinationaland often strategicinterests The
recentfinancialcrisishighlightedthe interdependenceof

the national banking systems,and global 02 Y Y dzy A
dependenceuponthe bankingsystem Thishassensitised
the energy industries to their vulnerabilities, but the
complexityof interestshasrestrainedany significantshift

in investmentattitudes.

Henceensuringsecurity of critical energy infrastructure
from the myriad of risingthreatsis complex,andrequires
a degree of collaboration among the large number of
stakeholders involved to prioritise and influence
appropriateinvestmentin the future: whichis likely to be
most effective through governmentintervention, a more
distinct strategy,and some degreeof regulationwhichis
recognisedas the more effective way to ensure that
operatorsarefulfilling securityrequirements

As with most pan-Europeanefforts to create consensus
andpolicy, the field of civil defenceand securityis almost
too broadto warranteffective consideration

Prioritising focus on energy infrastructure and transport
infrastructure is the most effective starting point for
creatinga template that can be adaptedto other sectors
While this report doesnot cover Europetransport (which
will be the focus of a separate report), energy
infrastructureis potentially the most complexand current
concern

Europeaninitiativesto createa coherentEUenergypolicy
and within the context of European national security
policies, is still driven by concernsover-reliance on gas
supplyfrom Russiaas much aslong term sourcingof oil,
and the recognition that the configuration of energy
infrastructure lacksthe ability to adapt its distribution to
facedifferent contingencies

The clear relationship between economic prosperity &
stability, and energysecurityreinforcesthe justificationfor
multi-national collaboration and planning for national
contingency& resilienceasa national securityimperative
While this hasspurreddebate on energysourcingstrategy,
it needsto considerthe securityof the assetsand networks
in parallel

The different patterns of production, consumption, and
distribution/transit of energyacrossEuropemeansthat the
drivers and objectivesof national energy security policies
vary ‘considerably Balancing national priorities for
managinglong term investmentin power generation,and
sufficient redundancyin light of the ageingof national
infrastructure, and rapid projected demand with
considerations for climate change and environmental
directives and commitments to developing alternative
energy sourcesvariesin different member states, and is
creatinganaddedpressurefor politiciansand planners

ASaQ

Moreover the investmentin new control technologyand
specifically® & Y B NXiRikefy to increasethe risksthat
interconnected systems face, and the varying pace of
investmentin upgradingand the processfor transitioning
alsocomplicatedthe challengeof international planning&
integration

This complicates the process of creating a European
approachpy requiringa broaderconsensubetween
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Introduction

Where are we in 2010

nation states & national priorities, and still cater for
bodieslike NATOwhich hasa growinginterestin strategic
energy security for the region The experience of
maintaining an agriculture policy across Europe,
demonstratesthat it may be politically impossible to
createa comprehensiveapproachfor energy,thoughthe
factorsfuellingthe needfor aregionalapproachare have
led to and effective work towards a governancepolicy
framework,with the EuropearEnergyCommunity

Asnational securityhasrisento becomeone of the over-
riding challengesof this century, energysecurityremains
the key strategic issue defining the international geo-
political landscapeasit hassincethe 1930s. Thebalance
of power and growth of terrorism in the 215t century has
brought a broader appreciation of the protection of
critical energy infrastructure, and continuity of energy
supply chains, which demand greater regional
considerationof networks Asthe projectionsfor demand
highlight the EU dependenceon imports of gasand oil,
most likely from the Middle East, it is evident that
Europeanenergy is driven by commercial rather than
securityconsiderations

Someof the NB 3 As2ofiry&hallengesare being met
through a seriesof bilateral or multi-lateral agreements
among member states that address specific issues,
particularly for pipeline projects, which is fuelling
investment in some areas Necessaryagreementswith
non-member states further complicate the situation
However this would appear to be imperative to the
operation and protection of energy systems,but also
increasethe interdependentrisk, which challengesthe
ability to ensurethat the effectsof disruptionor attackto
infrastructure and WO 2 y (i li.& yrfarkageable, and
geographicallysolated

The European Programme for Critical Infrastructure
Protection, is addressingthe reality that infrastructure
operators have neither the relevantintelligencenor the
suitable motivation to investmentin security measures
for very low probability threats, as well as recently
emerged,convergedandinterdependentrisks

It alsois effectivelyaddressinghe needto analysighe

systemof interdependenciesand the threat of cascading
effects of disruption or attack to one sector of critical

infrastructure (particularly electricity transmission)on a

transnationalbasis Howeverthis is not expectedto lead

in the short term to significant changesin planned

investment, while bringing heightened focus to risk

assessmenmethodologies

The ECDirective (2008 114EC)is the first legal step to
address Europeansecurity issuesthough a recognised
weaknessis the lack of a homogeneousapproach,and
failure to establishcommonterms, approachesmethods
and requirements In doing so it has drawn more
attention to the issue of Operator Security Plans,and
highlighted differenceswith the approachtaken in the
United States, where best practices are more clearly
propagated,and there is perceivedto be lessduplication
of effort (and therefore costs)in developingacceptable
solutionsthat addressthe keyissueof interoperability.

The oil & gas industries have long been facing hostile
operationenvironmentsandthe presencen someof the
% 2 NInto€ aolitically challengingcontexts has been
driving this industry to enforce an efficient risk
governanceand build in a degreeof resilience [seefig on
nextpage]

The analysisframework proposedby the IRGCconsider
the overall criticality evaluated against the risk
governancearrangementsassessstakeholderawareness
of risks, risk management objectives, and risk
managemenprocesses

While all sectors are expected to improve their risk
awarenesshy 2014 and many may set suitable risk
managemenbbjectives the improvementin this variable
is counteracted by the lack of progress towards
developingan more effective risk managementprocess
andmeasuregelativeto their level of vulnerability.

Asall sectorsare expectedto face a heightenedlevel of
threat in the future, fig 2 illustrates that fact that the
projected security measureswill lag the rise threats,
leading to a greater net vulnerability and little
improvementin real terms particularlywith regardto the
cybersecurity
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A perspective on Risk Governance

Inadequate risk governanceis central to the current

vulnerability of European critical infrastructure, and

effecting a change in attitudes to risk investment is

centralto buildinggreaterresilience Many of the roots of

currentvulnerabilitieshavebeenestablishedby decisions
taken over the historic medium term, and management
decisionmakingstill hasthe potential to compoundrisk

& vulnerabilities Most critically, in the way it recognises
earlywarningsignalsof emergingcrises,how it responds
suddenimpact events, and defines strategy for more

holisticconsiderationof risk

Risk governance can provide a framework for improving some
of the mechanisms within the risk management cycle, but
attention now needs to address :

a) The influence of internalities (heuristics) on risk attitudes;
b) The weaknesses of management processes; and

¢) Their impact on investment priorities for security & risk;

By focusing attention on risk awareness, effective anticipation,
and encouraging a more informed approach to dealing with
uncertainty, operators are likely to develop a more balanced
stance when considering a full range of rislotganisational
objectives.

Fig 2: Trend in Risk Governance by Selected Utility Sector, 2010/2014
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Source: The Solomon Barnes Consultancy based on IRGC
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