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Å Up-to-date analysis of investment patterns & projections from 2011-2016

Å Incorporating currentperspective of threat & risk to CNI

Å Covering physical security & cyber security in five key CNI sectors

Å Technology forecast breakdowns for Access Control, Surveillance,     
Perimeter Protection, and Cyber Security technology

Å Conclusions & priorities for both public
& private sector stakeholders

ÅPresented over 100 pages with more than 80 tables and charts

ÅUser-friendly Tear-Sheets with consolidated tables for each section

ÅDataset available in accompanying spreadsheet
Source: The Solomon Barnes Consulting Group

Some areas of critical infrastructure security investment

haveprovedto be more resilientto the economiccrisisthan

other markets. The overall trend will be reinforced by a

number of specificinvestmentdrivers, largely independent

of the economiccycles,although the economicconditions

did clearly impact the timing of the investment projects,

delaying them, and but has also affected some of the

underlying rationale that has characteriseddemand, and

more importantlyhasfocusedattention on riskmanagement

methodologies to justify more informed and effective

investmentdecisions.

While the long term underlyingneed to replacingoutdated

infrastructure is becoming more apparent and will drive

investment in the next 10-15 years, the more immediate

push towards better risk assessmentmethodologies &

accountability is one factor expectedto drive investment,

specificallyfor cyber security, and there is likely to be a

conceptual convergence between the degree of risk

management focus & capability with the predicted

sensitivityto the overallthreat landscape.

Thereplacementcycleof old technologyis currentlythe

main contributor to the market value for physical

securityin 2012-2013. Asthe issueof OperatorSecurity

Plans matures towards more common terms and

requirements across European member states, and

there is better national regulation and enforcement,

there is likely to be a more distinct and targeted

investmentdrive, as some operatorsare still reluctant

to investment without a more firm regulatory

requirement,while others do not see complianceas a

directdriverof their investmentprioritiesat all.

The critical infrastructure security market is currently

seeingthe rise in threat awareness,and a more broad

recognitionof vulnerabilities,whichis drivinginterest in

a generation of enabling technology recently

commercialised. By 2015 we expect that risk

management processeswill justify the adoption of

technology,and finally usurpthreat sensitivityin what

should be seenas a ΨharmonisationΩand alignmentof

securityprioritiesamongseniormanagement.
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Fig 30: Impact of Specific Trends on Overall Market Growth 2002-2016

Underlying investment trend
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About this Report

This report has chosen to focus on 5 specific sectors which vary 

considerably in security risk characteristics & their structure, but 

also share some similarities in terms of their criticality to society 

& their vulnerabilities. As such they are of primary interest to 

governments & regulators.

Changing public sector requirements, shifts in risk 

methodologies, competing priorities for investment in 

infrastructure, and the emergence of new threats, all within the 

context of a difficult economic environment are among the major 

factors that will have a significant impact upon investment in 

security solutions, and therefore the resilience of our society. 

The primary objectives of this report has been to collate the 

relevant data and provide robust intelligence-led and judgement-

based forecasts, and therefore to identify whether there is 

sufficient planned investment within the context of current risk.  

Critical National Infrastructure Security Investment in Europe is one of a series of investment forecast analyses for security 

technology & solutions across the European Union by the Solomon Barnes Consultancy. The report sets out to demonstrate 

that there is insufficient investment in security technology, and significant barriers to change unless it is driven by 

government, through a coherent set of measures. 

The analysis aims to summarise the key sector trends and developments that are affecting investment across Europe; to 

consider the implications for future investment in key critical infrastructure sectors, and thereafter for the main technology 

segments, which are subsequently broken down by sub-ǎŜƎƳŜƴǘΣ ŀƴŘ ǇǊŜǎŜƴǘŜŘ ƛƴ ŎƻƴǎƻƭƛŘŀǘŜŘ Řŀǘŀ ΨǘŜŀǊ-ǎƘŜŜǘǎΩ ƛƴ ŜŀŎƘ 

section. The report consolidates investment patterns in all the European member states to provide a regional view, which is 

then divided into two sub-ǊŜƎƛƻƴǎΥ ²ŜǎǘŜǊƴ 9ǳǊƻǇŜ ǊŜŦŜǊǊƛƴƎ ǘƻ ǘƘŜ ΨƻƭŘΩ 9¦Τ ŀƴŘ ǘƘŜ bŜǿ aŜƳōŜǊ {ǘŀǘŜǎΦ 

The report has overcome the varying reliability and availability of data by providing 

estimates based upon knowledge of the security market, and modelling the impact of 

market factors and patterns of investment based on trusted primary & secondary 

sources. To policy makers, the report therefore provides a broad & composite view of 

the underlying trends, imbalances, and deficiencies in investment.

Is there sufficient planned investment

Is the investment appropriate to the risk

What are the endemic constraints & distortions

Why are operators failing to make the right 
decisions

What should governments & regulators be 
doing 

What needs to change in European Security 
thinking


