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Critical National Infrastructure
Security Investment in Europe

Up-to-date analysis of investment patterns & projections from 202016
Incorporating currentperspective of threat & risk to CNI
Covering physical security & cyber security in five key CNI sectors

Technology forecast breakdowns for Access Control, Surveillance,
Perimeter Protection, and Cyber Security technology

Conclusions & priorities for both public
& private sector stakeholders

APresented over 100 pages with more than 80 tables and charts
AUserfriendly TearSheets with consolidated tables for each section
ADataset available in accompanying spreadsheet
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About this Report

Critical National Infrastructure Security Investment in Europe is one of a series of investment forecast analyses for securit
technology & solutions across the European Union by the Solomon Barnes Consultancy. The report sets out to demonstrate
that there is insufficient investment in security technology, and significant barriers to change unless it is driven by
government, through a coherent set of measures.

The analysis aims to summarise the key sector trends and developments that are affecting investment across Europe; to
consider the implications for future investment in key critical infrastructure sectors, and thereafter for the main teghnolog
segments, which are subsequently broken downby&® 3 YSy i = | yR LINBASY (i SRKIFI D2 yap &
section. The report consolidates investment patterns in all the European member states to provide a regional view, which is
then divided intotwosulNB3A 2y ayY 2 S&aGSNY 9dz2NRLIS NBETFSNNAy3a (2 GKS WwW2fR
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Aperspective om ICT Dependence

This report has chosen to focus on 5 specific sectors which vary
considerably in security risk characteristics & their structure, but
also share some similarities in terms of their criticality to society
& their vulnerabilities. As such they are of primary interest to
governments & regulators.

Cyber Security Investment

Investment by Industry

Changing public sector requirements, shifts in risk
methodologies, competing priorities for investment in
infrastructure, and the emergence of new threats, all within the
context of a difficult economic environment are among the major
factors that will have a significant impact upon investment in

security solutions, and therefore the resilience of our society. = H H H ﬂ ﬂ H H
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The primary objectives of this report has been to collate the 0
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relevant data and provide robust intelligented and judgement S

based forecasts, and therefore to identify whether there is A
sufficient planned investment within the context of current risk.

The report has overcome the varying reliability and availability of data by providing

estimates based upon knowledge of the security market, and modelling the impact of it o e s e it s s s
market factors and patterns of investment based on trusted primary & secondary

sources. To policy makers, the report therefore provides a broad & composite view of e
the underlying trends, imbalances, and deficiencies in investment. e [ e =) [ e e )

Is there sufficient planned investment
Is the investment appropriate to the risk
What are the endemic constraints & distortions

Why are operators failing to make the right
decisions

What should governments & regulators be
doing

What needs to change in European Security
thinking
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