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ÅIs there sufficient planned investment

ÅIs the investment appropriate to the risk

ÅWhat are the endemic constraints & distortions

ÅWhy are operators failing to make the right decisions

ÅWhat should governments & regulators be doing 

ÅWhat needs to change in European Security thinking
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ÅThethreatsof the terrorist attack,andcyberattackhavehitherto rankedrelativelylow asdriversfor
securityinvestmentamongmanyinfrastructureoperators.

ÅWhile risk awarenesshas consideredthe threats of sabotageand industrial espionage,they were
framedwithin the scopeof physicalsecuritythreats,andstill dwarfedby the overridingconsideration
for health& safetypriorities,environmentalandnaturaldisaster,andindustrialaccidents.

ÅMovinginto 2011this is changingwith the emergenceof more holisticconsiderationof securityrisk,
not least becauseof the birth of convergedrisk assessmentmethodologiesborn from the higher
profile threat attributed to cybersecurity.

ÅMoreover the threat of terrorism is increasingsignificantly,evident recently in that terrorists have
obtained details of vulnerablecritical infrastructure, which could be subjectedto both cyber and
physicalattack.

ÅHowevermore pertinent is the clear indication that terrorist priorities are evolvingrapidly towards
causingsignificanteconomicdamage,andthreateningthe continuityof societalandeconomicsystems
throughcriticalelementsof vulnerablenationalinfrastructure.

ÅThe trend towards a heightenedawarenessis evident acrossall sectorsof critical infrastructure,
thoughthe evolutionof this awareness,the consequentappreciationof risk,andinvestmentpriorities
varyacrossthe different sectors.

ÅRisk assessmentmethodologiesare still somewhat deficient in being able to cater for the full
spectrum of external threats and internal vulnerabilities. This has direct consequencesfor the
investmentdecisionsbeingtaken.

ÅManyoperatorsof critical infrastructureare drivenby process-efficiencyandcost-effectiveness,and
this hasled to a short-fall in investmentfor securityand contingencies,in sectorswhere there is no
competitiveadvantageto be enjoyedthroughpromotionbetter securitycredentials.

ÅIn a financial climate where there is a clear reluctanceto invest aggressivelyin security, greater
emphasisis being placedon mitigating higher probability risks,and the ability to react rapidly, and
enactcontingencyplanseffectively,which is characterisingcertainelementsof investmentin security
systems& solutions.

ÅThisreality goessome way towards building a level of preparednessand resiliencewithin critical
infrastructure, but does not sufficiently address malicious threats from organised crime, state-
sponsoredactors,andspecificallyterrorism.

ÅThiswill all contribute to a greaterfocusin 2011andbeyond,on infrastructuresectorswith the most
significantimportanceto economicstability.

Some Pertinent Facts



The EC Directive (2008/114/EC) 

is the first legal step to address European 

security issues though a recognised 

weakness is the lack of a homogeneous 

approach, and it fails to establish 

common terms, approaches, 

methods and requirements.

Attention has been focused on energy sectors, both 

within the context of geo-political concerns for energy 

supply, as well as long term energy requirement/capacity 

planning. The impact of disruption to supply, 

whether caused by terrorism or other not, has always 

been seen as having enormous potential impact on both 

society and the economy. The energy sector has become 

more sensitised to its vulnerabilities, but the complexity 

of interests has restrained any significant shift in 

investment attitudes.

is addressingthe reality that infrastructure operators have

neither the relevant intelligence nor the suitable

motivation to invest in security measures for very low

probability threats,aswell asrecentlyemerged,convergedand

interdependentrisks. It alsois effectivelyaddressingthe needto

analysethe system of interdependenciesand the threat of

cascadingeffects on a transnational basis. Howeverthis

isnot expectedto leadin the short term to significantchangesin

planned investment, while bringing heightened focus to risk

assessmentmethodologies.

The European Programme for 

Critical Infrastructure Protection

Investment in new control 

technology and specifically 

ΨǎƳŀǊǘ ƎǊƛŘǎΩ is likely to 

increase the risks that 

interconnected systems face. 

The differing pace & 

processes of upgrading and 

transitioning across Europe 

also complicate the challenge 

of international planning & 

integration.

Ensuring the security of critical 

energy infrastructure requires a 

degree of collaboration
among the large number of 

stakeholders involved to 

prioritise and influence 

appropriate investment 

in the future: through 

government intervention, a 

more distinct strategy, and 

some degree of regulation.

European initiatives to create a coherent EU energy policy is still 

driven by concerns of over-reliance on gas supply from Russia, 

as much as long term sourcing, and the recognition that the 

configuration of energy infrastructure 

lacks the ability to adapt its distribution to face 

different contingencies. 

Multi-national collaboration and planning for national 

contingency & resilience needs to consider the security of the 

assets and networks in parallel. 

{ƻƳŜ ƻŦ 9ǳǊƻǇŜΩǎ ǎŜŎǳǊƛǘȅ ŎƘŀƭƭŜƴƎŜǎ ŀǊŜ ōŜƛƴƎ 

met through multi-lateral agreements among 

member states, which is fuelling investment in 

some areas. 

Necessary agreements with non-member states 

further complicate the situation, which would 

appear to be imperative to the operation and 

protection of energy systems, but also increase 

the interdependent risk.

Some Pertinent Facts



In order to consolidate a

European view of threats and

vulnerabilities, Member States

report on the types of threats,

vulnerabilities and risks in each

sector, which is fostering more

dialogueandconsultation.

State authorities and operators

must establishand update OSPs,

which has focused attention on

processes for assessmentand

testing of vulnerabilities,and is

contributing significantly to the

growing awarenessof risk and

the needfor investment.

Investment in physical security remains

adequate and intrinsically linked to the

expansionof infrastructure networks which

are better designed for resilience and

disruptionsto service.

The ageing of existing infrastructure, is

exerting pressure for investment, and the

challenge in coordinating the pace of

technologicalupgrade throughout networks

with a broad rangeand ageof technologyis

expectedto be significant.

There is little appetite for wholesale

scrappingof old systems,and operators are

seeking hybrid and interim solutions that

provide a manageable migration path

without hugefront-loadedcosts.

Projected investment in cyber

security illustrates the

willingness of operators to

respond to a threat. Future

threat awarenessand the high

probability of a suddenimpact

event will drive investment.

Other factorswill contribute to

this awareness, and ensure

that more appropriateaction is

taken to mitigate security risk.

As it is recognised that

experienceis the best teacher,

more credible threat

assessmentswill remain the

main factor impacting

investmentgrowth.

The increasing level 
of threat remains 
the single most 
critical factor to 

impact investment 

Long-term 
demand 
driving 

infrastructure 
development

Impact of
various 

programmes & 
initiatives

across 
Europe

TheEPCIPis workingin supportof industrialsectorsto characterisethe threatsand consequencesin risk

assessments. TheCriticalInfrastructureWarningInformationNetwork,facilitatesexchangeof information

relatedto the Europeancriticalinfrastructure.

Regulation,
compliance,

ǊŜƎǳƭŀǘƻǊǎΩ ǎŎǊǳǘƛƴȅ
& OSPs

Drive towards 
applying more 
relevant and 
holistic risk 

assessment & 
management 
techniques

2007/C68/01 calledfor the sharingand implementationof best

practices,COM(2006)251 focusedon strategy for information

security, and development towards a Critical Information

Infrastructure Protection Action Plan in COM (2009) 149.

2009/C 321/01 reinforcedthe needfor a Europeanapproachto

network& informationsecurity.

Others includingERN-CIP,the EP3R, MS3i, NEISAS,ISACsand

many others all contribute to driving attention and relevant

investment.

Key factors likely to affect spending on security solutions 

Factors Driving Investment 


