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Risk Analyses & Consulting

To a business, risk can come in the form
of Security Risk, and Strategy Risk.

SBC supports business, by examining
specific issues or threat domains that
represent risk to the success of a
companybés strategy,
its assets and operations .

SBC combines unique sources with
proprietary tools, and a network of
thought-leaders to enable composite
risk evaluation for business.

o

r

Security Risk

Our security risk analyses brings the most
current thought-leadership and models on
mitigating 6 ¢ o n v e risy: e ab@bining
cyber & physical security testing,
intefligence, @ng (exeicise yassesgments.
[see more about converged risk on page 5].
Consolidating assessments allows us to
evaluate specific company priorities for
systems, processes, policy and
organisation.

We can provide innovative 6 r evaolr | d 6

security scenarios and support clients

Our Risk Intelligence provides clients with through their own scenario-building
an opportunity to gain an objective processes.

independent evaluation of the likelihood of

risk factors affecting their short to medium Strategy Risk

term plans and mitigate their

exposure to those threats.

specific

Our Risk Analyses considers the potential
threats on a customised basis according to
client-defined parametres, in the form of
stand-alone assessments relevant across
management teams.

Customised Scenario-Building

Strategy Risk Analysis

Converged Security Risk Analysis
IT Security Risk Analysis

Exercises

Risk analyses identify and qualify threats
to markets, industries and businesses by
leveraging intelligence on key
dimensions.

Targeted analysis of generic and specific
threats throughout a broad threat
landscape provides a view of risk-based
scenarios from structural, evolutionary,
conduct, and performance factors.

By assessing the probability and impact
of threats & events, clients can assess
their own vulnerability or, through Risk
Consulting, SBC can lead a strategic

review process to faciltate a cl i ent 6s

evaluation of risk in each domain.
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Risk Workshop Process

| mpact mapping
A Risk Workshop is the main value Life Cycle Ana
delivery platform for customised Risk
Intelligence and Risk Analyses, which
allows client teams to apply analysis to

their own business circumstances.

Mi tigation Opt
Strategy Optio
Ri sk & Uncerta
Ri sk Profiling
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Logic and Hypo

Each workshop is client-defined, relevant
to specific objectives. Through a series of
sessions, client teams are presented with
intelligence and coached through the
application of relevant process-specific
tools, with the support of expert analysts
and consultants.

Any of the individual workshops sessions can
be based on a range of risk analyses and
scenarios, to address a single client priority in
isolation, or as part of a broader strategy or
performance review process.

Teams develop perspectives on future The Risk Workshop process provides a
threat evolution and learn in plenary platform for clients to determine weaknesses
sessions to evaluate their strategic options & vulnerabilities, and derive a range of
by assessing risk intelligence and applying strategy development priorities & solutions
analytical tools, including: that best position the client within the context

of its environment
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Sconfion Workshop 1
:Lr:: r::\ndgﬁr;ocess Planning, ' ‘ , Day 1: Initation

need Milestones, Vironment Day 2: Analysis
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Workshop 2
Day 1: Mapping
Day 2: Assessments

Day 1: Review
Day 2: Prioritise
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Risk Consulting

SBC provides risk consulting
by conducting customised
analyses threats & risk, to map
against client capabilities &
vulnerabilities.

Benefits of A Strategy Risk Workshop

A Bringall key securityand risk stakeholdergogether into
a creative environment and collaborative process for
developinga hierarchyof priorities

A Develop a new risk perspective and learn about risk

Our Risk Intelligence in a assessmentpractices, and how to respond to the

workshop setting can provide a challenge®f the evolvingrisktrends

Consolidated Exposure Profile for

the client with a process for A Significantlyreduce the time required to identify and
applying risk analyses toc |l i ent s o evaluate new scenarios,and risk strategy alternatives
strategic & tactical considerations. now andin the future

Through the application of specific A Combinestrategic& conceptualthinking with analytical
tools and generation of metrics, tools; to selectthe evaluate options/modelsthat offer
our Risk Consulting supports the greatestpotential for sustainablegrowth or security

clients in  quantifying and

simulating potential failures they A Build an aligned, and committed client team that can
could experience in different accelerate the implementation of risk mitigation
domains. measures

Strategy risk analyses lllustrative Strategy Risk Analysis Process
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Security Risk

Adapting to a Converged Risk Environment

Where the convergence of physical & cyber security present a new
dynamic security risk challenge forganisations

Forgery Client

Trade
Secrets

Designs

Professional Business
Liability

Intellectial

Distribution Trademark
Continuity # Infringement  Health &

ata

A The SecurityRiskOrbit™ diagramillustratesa view of the concernsand risksthat require
consideratiorfrom both ITandphysicakecurityriskteams,and seniormanagement

A The categoriesof threats can be classifiedinto seven groups, though not exhaustive,
covering PhysicalAssets,Intangible Assets,Crime, Disaster,Liability, Product Risk,and
ContinuityRisk

A Organisationsieedto considerthe role of physicaland IT securityin representinga threat
to all the elements in these threat categories, and the potential effect of their
interdependencies
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